Dynamic Source Routing
(DSR)

Ad Hoc Wireless Routing

CSE 6811

« Different from routing in the “wired” world

* Desirable properties of a wireless routing protocol
— Distributed operation
— Loop freedom
— Demand-based operation
— Security
— “Sleep” period operation
— Unidirectional link support

Links are virtual

Transmission
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Physical wireless links Network topology

Network Layer Notation vs.
Link Layer Transmissions (1)

Network Layer Notation vs.
Link Layer Transmissions (2)

Network layer
Link layer

Link layer () - <2 &

Routing task
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The routing problem is to find a route from S to D when
some or all of the nodes are mobile.

Routing involves two basic activities:

¢ determining optimal routing paths

« transporting information groups (typically called packets)
through an internetwork.




Routing task
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» Nodes that want to route messages must:
— Find out about the topology of the network ¢==  Control Plane

— Use that topology to do something with the ¢==  Data Plane
message

Routing Protocol Categories

Control Plane

* Proactive:

— Nodes actively maintain and share topology
information, regardless whether there is data to
be sent

— Generally timer- or event-based
* Reactive (On-demand):
— “Lazy” approach: Don’t do more work then you
have to
— Only discover topology/routes when there is data
to send

Path discovery in reactive

protocols
“query-reply” mechanism
query(0)/* “query” is broadcast
/) “reply” is unicast
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Routing Protocol Categories

Data Plane

* Local next-hop forwarding:

* Source routing:

Routing Protocol Categories

Data Plane

* Local next-hop forwarding:
— Consult forwarding table for a next hop
— Completely local decision

Routing tables

Forwarding table based

Routing Protocol Categories

Data Plane

* Local next-hop forwarding:
— Consult forwarding table for a next hop
— Completely local decision
* Source routing:
— Source node places complete path in packet
header
— Intermediate nodes don’t have to consult their
forwarding tables




Source routing explained

Reactive Protocols
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Header

» Names are useful hints at understanding the
protocol properties:

MANET Source Routing

i Reactive i Next-hop Forwarding

MANET .
Distance Vector

DSR: Properties

Reactive Routing

Protocols

Dynamic Source Routing
(DSR)

* How many desirable properties does DSR support?

— Distributed operation
— Loop freedom
— Demand-based operation

— Security

— “Sleep” period operation
— Unidirectional link support | ves

DSR: Assumptions

Non Promiscuous mode

 Cooperative environment
* Links Asymmetric / Symmetric both
* Network diameter small but larger than 1

* Nodes may work in promiscuous mode
(explained in the next slide)

d = my address?

packet NIC To
upper
N layer
C drops A’s packet
E, F also drop D’s packet




Promiscuous mode explained What DSR does?

* Path discovery
INIC filtering turned off | — Route Request (RREQ)
packet To upper — Route Reply (RREPLY)
1 .
e + Path maintenance
AirPcap Nx: USB _
802.11a/b/g/n Adapter Route Error (RERR)
has this capability A * Data delivery
@ .) (‘ @ ® * Performance tuning
C captures A’s packet
E, F also captures D’s packet © @

DSR: Path Discovery Route Discovery in DSR (1)

* When node S wants to send a packet to node
D, but does not know a route to D, node S
initiates a route discovery.

* Source node S floods the network with route

request (RREQ) packets (also called query
packets).

» Each node appends its own address in the
packet header when forwarding RREQ.

Route Discovery in DSR (2) Route Discovery in DSR (3)

Broadcast rreaic]

O Represents a node that has received RREQ for H from C




Route Discovery in DSR (4)

Route Discovery in DSR (5)

Unicast rreric.E, 6, H

|Assumpti0n: Links are symmetric |

Route Discovery in DSR

Route Discovery at source C

C needs to send to H

| Lookup Cache for route C to H |

Start Route o
Discover Route
v found?
Protocol
Continue 1 yes
z normal yes - -
E processing Write route in
packet header
Route
Discovery
finished Send packet
to next-hop
|

Route Discovery: At an intermediate node

Route Reply in DSR
(symmetric link case)

Accept route <sre,id> in Ve Discard
request packet recently seen route
requests list? request
address
o yes Discard

already in
partial
route??

route
request

Append 1 no
myAddr to no
partial route \

Store <src,id> in cache
for duplicate detection

Broadcast packet

yes

Send route
reply packet

* Destination D on receiving the first RREQ,
sends a Route Reply (RREP)

* RREP is sent on a route obtained by
reversing the route appended to received
RREQ

* RREP includes the route from S to D on
which RREQ was received by node D




Route Reply in DSR
(symmetric case)

Route Reply in DSR
(asymmetric case)

Route Reply in DSR
(asymmetric case)

« If unidirectional (asymmetric) links are
allowed, then RREP may need a route
discovery for S from node D
— Unless node D already knows a route to node S
— If a route discovery is initiated by D for a route

to S - potential cause of deadlock.

 The Route Reply is piggybacked on the Route
Request from D.

Data Delivery in DSR

C>E>G>H

Data

Packet header size grows with route length

Route Maintenance

How to send RERR?
Symmetric: Reverse the route in the packet header
Asymmetric: Perform a route discovery

How to Detect Broken Link?

(1) With the help of MAC layer:
- Data-ACK handshake supported by IEEE 802.11
- Absence of ACK -> retransmit
- After few retries if number exceeds Uy,;; = Link broken
- Inform upper layer (cross layer interaction)
- Network layer (where DSR is implemented) will send RERR

Application
(2) If different MAC layers other than 802.11 is used: T,:"’:;m
- Promiscuous mode tayer

- Passive Acknowledgement > | Network ayer

(3) If Promiscuous mode not supported: Phisicallayer
- Explicit ACK can be incorporated in the Network layer
- think about traceroute

(4) Transport layer ACK can be used for crude indication of working
routes

Data fink layer| «—— MAC




DSR Optimization
(Performance improvement)

DSR Optimization (Caching)

* Route discovery + Route Reply + Route
Error = Routing Overhead.

* Competes with Data transmission

* How to cut down routing Overhead?
— No cut down possible at Route Reply (RREP)
— No cut down possible in Route Error (RERR)

— Only possibility: cut down Route Discovery
(RREQ) [Achievable through caching

» Each node caches a new route it learns by any means
» Caching overheard routing information

— In presence of uni-directional link
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Benefit of route caching:
(infermediate nodes reply)

Data structure for Route Caching

» Replying to Route Request using cached routes
« can speed up route discovery
* can reduce propagation of route requests
* The intermediate node must verify that the resulting
route being returned contains no dugxlicate nodes listed
. . 2 ntermediate
in the rotig®record — node
i

gosn

A B C D
e @ @ O
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F @

@
Cache at A:
A-B-C-D
A-B-C
A-B
A-B-C-E

Data structure for Route Caching

Data structure for Route Caching

A B C D
@ Q. @ Q@
E
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Cache at A:
A-B-C-D
A-B-C

A-B
A-B-C-E

&}
Cache at A (before Cache at A (after
movement): movement): Truncate at
A-B-C-D A-C-D each entry!!
A-B-C |::> AC
A-B AB L
A-B-C-E A-C-E




Tree is the best data structure
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Some issues and solutions

Problem 1: "Use of Cache"

Possibility of simultaneous route reply:

A B c D
[ABCDIQ) o o )
RN b E
E S 10)
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X Where is D?
Solution: (1) Delay before reply = A * (h-1+1)
(2) Overhear while waiting
(3) Cancel reply if hop length is larger than
any of the overheard reply’s hop length

Problem 2: Route Error (RERR)

invalidate cache:
RERR [J-D] @

J sends a route error to S along route J-F-E-S when its attempt to forward
the data packet S (with route SEFJD) on J-D fails

Nodes hearing RERR update their route cache to remove link J-D

Problem with asymmetric links
(Route Error (RERR) invalidate cache):

Y

RERR [G-K]

G sends RERR through another path
Nodes on original path can not invalidate their cache.
Solution: S propagates RERR through original path up to G.

Problem 3: Shortest path may not be
discovered

A ¢ 3
A ) v
E Node mobility may

RREQ propagates through A-B- change path length

C-D and A-E-D? Which one
reaches D quicker?

Previous path A-B-C-D

New shorter path A-C-D
Depends on load, congestion

C overhears and
etc...

ultimately discovers.

Sends a unsolicited route
reply




Problem 4: Piggybacking data on route
discovery not possible because of caching

F>B>C>D
_—
Data
A B C D
[AB.C.DIQ), Q. O O
0 P
./ [BC.D] E
Where is D?

Problem 5: Network Partition

Source S - Destination Y
Data rates 50 pkt/seconds
At least 50 RREQ broadcasts per second!!

Problem 5: Network Partition

Solution: Exponential backoff to limit the rate

The interval between each successive new route
discovery for the same host is exponentially deferred

Problem 6: Caching results many route
reply from intermediate nodes

Suppose S sends packet to D through the route SO E>F>J>D

S, E, F, ], D has the routing info to D (from RREP)

B, C, G, K, N, M also has the routing info to D (from overhearing)

11 nodes know about D!!

Only 5 nodes left!!

Suppose node H floods a RREQ asking for D = how many reply he gets?

Problem 6: Caching results many route
reply from intermediate nodes

olution: Expanding Ring:
H sends RREQ with TTL 1
if RREP received done

Non
Propagating
RoTI®

otherwise send RREQ with TTL 2 o

The expanding ring search
approach can carry to the
average latency increasing

Request

... Gradually increase up to a max

Dynamic Source Routing: Advantages

Reactive: Routes maintained only between
nodes who need to communicate
reduces overhead of route maintenance

Caching: Route caching can further reduce
route discovery overhead

Multipath: A single route discovery may
yield many routes to the destination, due to
intermediate nodes replying from local
caches




Dynamic Source Routing:
Disadvantages

Non-scalable: Packet header size grows
with route length due to source routing

Care must be taken to avoid collisions
between route requests propagated by
neighboring nodes

insertion of random delays before forwarding
RREQ

Dynamic Source Routing:
Disadvantages

Too much caching: Increases contention

if too many route replies come back due

to nodes replying using their local cache
Route Reply Storm problem
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Dynamic Source Routing:
Disadvantages

An intermediate node may send Route
Reply using a stale cached route, thus
polluting other caches

This problem can be eased if some
mechanism to purge (potentially) invalid
cached routes is incorporated.
For some proposals for cache invalidation,
see [HuOOMobicom]

¢ Static timeouts

* Adaptive timeouts based on link stability
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